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Abstract 

This concept paper explores how cyber-laundering affects auditors and the difficulties they encounter in identifying 

and preventing this emerging form of financial crime. Cyber-laundering is the act of utilizing digital currencies and 

online platforms to facilitate money laundering activities, which complicates the tracking of illegal financial 

transactions by auditors. The study emphasizes that cyber-laundering attracts money launderers due to the anonymity, 

lack of face-to-face interaction, as well as rapid transaction speed. It also discusses the placement, layering, and 

integration process of cyber-laundering, which makes it harder for auditors to detect and prevent fraud. Risks 

associated with cyber-laundering, including reputation, regulatory, and geographical are also identified. The literature 

review part analyzes the impact on auditors, various elements of cyber-laundering, and the process involved. The 

study highlights a research gap in understanding the effects of cyber-laundering on auditors and suggests the 

necessity for thorough research in this area. The paper ends with recommendations for enhancing public awareness 

and education on cyber-laundering. To effectively tackle cyber-laundering, a multidisciplinary strategy is necessary, 

along with continuous attempts to improve auditors' skills in dealing with this complex financial crime. 
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1. Introduction 

Money laundering has long been a concern due to criminals' attempts to normalize and incorporate the proceeds of 

their illegal operations into the legal financial system. The term “money laundering” was first used at the beginning 

of the twentieth century to label the operations that in some way intended to hide or disguise the origin of the money 

obtained from the proceeds of the crime (Harahap, 2020). 

Cyber-laundering is a specific type of money laundering, so it is important to have a clear understanding of the 

broader concept of money laundering (Handa, & Ansari, 2022). In recent years, the rapid advancement of technology 

and the widespread use of the Internet have given rise to a new form of financial crime known as cyber-laundering. 

Cyber-laundering refers to the process of engaging in money laundering activities through the Internet and online 

exchanges (Irina, 2018). These exchanges provide a wide variety of options, quick transactions, and low fees, 

making them attractive for facilitating money laundering. The fight against cyber-laundering requires a 

multidisciplinary approach that includes expertise from the areas of criminology, cybersecurity, economics, and law 

as perpetrators take advantage of the complexity of the online world. 

While the concept of money laundering is not new, the advent of cyber-laundering presents unique complexities and 

risks for auditors. The placing, layering, and integrating processes involved in money laundering allow for the 

transfer and conversion of illegal fiat cash into lawful assets. To conceal the trail and the original source of the illicit 

cash, the process frequently relies on a large number of local and remote actors who employ a wide variety of 

financial institutions and complicated instruments (Calafos & Dimitoglou., 2022). Online money laundering has 

expanded into the digital realm with the advent of cryptocurrencies and blockchain technology. 

According to global cybercrime statistics in 2019, more than 60% of businesses encountered instances of phishing 

and social engineering attacks. The rise in these types of attacks during that year resulted in studies indicating that 

approximately 63.8% of businesses fell victim to cybercrime. (Lazic, 2023). More companies started using newly 

developed IT systems and exploring advanced technology. Thus, there is an increasing trend of cyber-laundering in 
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Malaysia. These systems frequently contain confidential information, such as customer information and financial 

records. 

The increase in cybercrime has caused major problems for people, organizations, and nations alike in a world that is 

becoming more digitally linked and interconnected. Cyber-laundering is a sneaky method that allows criminals to 

pass off monies they have gained illegally as legitimate through the complicated network of the digital world. This 

type of cybercrime is one of the most dangerous types of crime. Understanding the complexity of cyber-laundering 

has become crucial for researchers, politicians, and law enforcement organizations as traditional money laundering 

techniques become more and more outdated in the face of technological developments. 

The impact of cyber-laundering on auditors is multifaceted and requires thorough investigation. Cyber-laundering 

can increase the difficulty of tracking funds, the risk of being tricked, the difficulty of obtaining evidence, and the 

workload and stress levels of auditors. Auditors must utilize fraud prevention techniques by making fraud less likely 

to occur, increasing the difficulty of committing fraud by improving detection methods, reducing fraud losses, and 

identifying sufficient appropriate audit evidence to sentence fraud perpetrators for white-collar crimes. This will also 

have an impact on auditors' work since they need to learn new skills and comply with new regulations on 

cyber-laundering (Seetharaman et al., 2017). 

Criminals who engage in money laundering are constantly looking for new ways to evade detection by the authorities 

and the internet has given them a wide range of options (Sampson, 2023). Authorities have a difficult time 

identifying and investigating crimes because criminals use encryption, decentralized systems, and complex money 

flow patterns to conceal the source and destination of illicit monies. As a result, the dangers of cyber-laundering 

include serious social, economic, and security effects in addition to financial losses. 

There is a growing body of literature on money laundering and its implications for auditors, however, there is a 

significant research gap concerning the specific impacts of cyber-laundering on auditors. Existing literature primarily 

focuses on traditional forms of money laundering, with limited attention given to cyber-laundering. For instance, the 

studies on money laundering in the modern crime system (Rusanov & Pudovokochkin, 2020), studies on qualifying 

and raising anti-money laundering alarms with deep learning (Jensen & Iosifidis, 2023), and studies on fraud 

detection and prevention in e-commerce (Rodrigues et al., 2022). These studies lack comprehensive specific 

addresses of unique characteristics of cyber-laundering. As cybercrimes continue to evolve, there is a lack of 

comprehensive studies that specifically address the unique characteristics and implications of cyber-laundering for 

auditors. There is also an inadequate examination of the auditor's response to cybercrimes. While some studies touch 

upon the impacts of cyber-laundering on auditors, there is a need for more extensive research that explores the 

specific challenges faced by auditors in detecting and preventing cyber-laundering activities. 

This concept paper aims to explore how cyber-laundering affects auditors, highlighting the difficulties they encounter 

in addressing cyber-laundering and identifying the potential strategies to enhance their capabilities in combating this 

evolving form of financial crime. 

2. Literature Review 

2.1 Impacts on Auditor 

The accounting and auditing industries are susceptible to numerous impacts from cyber-laundering. Due to the 

difficulty in detecting and preventing cyber-laundering, the inherent risk of financial statement misstatement and, 

consequently, the audit risk assessment may be increased. Criminals frequently employ complex financial 

transactions as a means to obscure the origin of their illicit funds. This can make it difficult for auditors to monitor 

the movement of funds and discover suspicious transactions. Furthermore, auditors encounter challenges in 

identifying and investigating cyber-laundering schemes due to the criminals' reliance on digital technology to 

execute their illicit activities. For instance, employing advanced hacking techniques to steal financial data and 

utilizing anonymizing software to conceal their identities. Cyber-laundering also can occur in an organization due to 

a deficiency in internal controls (Samuel, Pelumi & Fasilat, 2021). Many organizations are unaware of the risks of 

cyber-laundering, resulting in a lack of awareness. This can make it easier for criminals to launder money. 

Cybercriminals are always finding new ways to exploit vulnerabilities in computer systems, and auditors may not be 

aware of all of these risks. The normal audit procedures can detect some cybercrimes, but they are not always 

effective. Auditors may not have the necessary technical expertise to detect smooth cybercrimes. Thus, auditors need 

to improve their ability to detect cybercrimes. Auditors need to work closely with IT professionals to understand the 

risks of cybercrime and to design appropriate audit procedures. Auditors can use computer-assisted audit tools 

(CAATs) to automate some of the audit procedures and to identify suspicious activity (Samagaio & Diogo, 2022). 
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Auditors should also stay up-to-date on the latest cybercrime trends and techniques to better understand and be able 

to trace their activities. 

Other than that, the cost of cybercrime detection software can be quite expensive. It depends on the size and 

complexity of the firm, the features and functionality of the software, and the number of users. However, the cost of 

cybercrime detection software is not the only factor that audit firms need to consider, they also need to consider the 

cost of training the staff on how to use the software. Therefore, audit firms should carefully consider their needs and 

budget when selecting cybercrime detection software. 

Another impact of cyber-laundering on auditors is it requires auditors to undergo training and enhance their skills to 

combat cyber-laundering (Wayo, 2023). Auditors need to attend training courses on cyber-laundering which can help 

auditors learn about the latest cyber-laundering techniques and how to detect them. Auditors also need to understand 

the landscape of cybercrime and stay up-to-date on the latest trends. This can be done by reading industry 

publications, attending conferences, and networking with other professionals in the industry. 

Lastly, cyber-laundering impacts the cyber security assurance process. Gaining insight into an organization is a 

continuous process undertaken by auditors to acquire fundamental information. Analytical procedures can aid in 

identifying abnormal transactions that impact both the financial statement and audit process. When auditors notice 

the possibility of fraudulent activity that could impact the accuracy of the financial statement, they are obligated to 

perform further audit procedures. If the doubts are not resolved, the auditor, in collaboration with the management, 

must ascertain if the impact of the fraud has been rectified in the financial statements and how this will impact the 

auditor's report. Therefore, cyber-laundering can make it more difficult for auditors to assess the risks of financial 

statement misstatement, design and implement appropriate audit procedures, identify and investigate suspicious 

transactions, and form an opinion on the fairness of the financial statements. 

2.2 Aspects of Cyber-laundering 

Three aspects of cyber transactions that can attract money launderers which are anonymity, no face-to-face contact, 

and speed of transactions (Wronka, 2022). All of these aspects provide a possibility for money launderers to conduct 

a crime because they may all be accomplished through the use of the internet considering the internet is a vast 

network of connected computers and devices that allows for the sharing of information and communication between 

users around the world. It is a global network of networks that uses standardized communication protocols to 

transmit data, voice, and video across the world (BasuMallick, 2023). 

First and foremost is anonymity. Anonymity refers to the state of being unknown or unidentified, particularly 

concerning personal identity (Rodriguez, 2015). It means that a person's identity is concealed or kept private, often 

intentionally, to avoid being identified, traced, or targeted. The internet grants users the capability to conceal their 

identity amidst a vast number of other users, allowing them to mimic individuals without being easily identified. 

Money launderers can exploit various technologies such as virtual private networks (VPNs), anonymous browsers, 

and cryptocurrencies to conceal their digital traces and hide their true whereabouts (Mudditt, 2021). These tools 

allow them to establish numerous online identities, operate under false names, and obscure their financial records. 

Another aspect is no face-to-face contact. The internet has revolutionized the way people connect and communicate, 

eliminating the necessity for in-person interactions (Nimma, 2022). It serves as a global platform that enables 

individuals to engage with others worldwide, disregarding geographical constraints and time differences. Financial 

institutions' servers typically rely on two elements which are login credentials and passwords for user authentication 

to log into an online account making it simpler for cybercriminals to conceal their true identities. If the provided 

information matches the data stored in the server’s memory, access would be granted. Consequently, detecting and 

preventing transactions associated with money laundering activities becomes more challenging. 

Speed of transactions is another feature of cyber-laundering that can attract money launderers (Wronka, 2022). 

Conventional money-laundering practices are significantly costly and slower in comparison to modern 

cyber-laundering techniques. The internet empowers criminals to swiftly and covertly transfer funds or data, often 

with just a few clicks. This rapidity grants them the ability to carry out their illicit activities before law enforcement 

or security measures can effectively intervene. AI-driven payment systems have enabled the swift transfer of illicit 

funds, automating and optimizing financial transactions for faster processing and fund transfers. These systems 

utilize advanced algorithms and machine learning to analyze extensive data sets, identify patterns, and facilitate 

seamless transactions. 
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2.3 Elements of Cyber-laundering 

One of the elements that cybercriminals use to conceal their identities and activities is encryption. Information is 

encoded using encryption so that only those with the right decryption key can decode it. Cybercriminals can make it 

difficult for law enforcement officials and other parties to intercept and decipher their communications by encrypting 

them. For example, Virtual Private Networks (VPNs) can be used to encrypt internet traffic. VPNs can make it more 

difficult to track or monitor the online activities of hackers. VPNs encrypt the data sent between the user’s device 

and the VPN server as they establish a secure tunnel. 

Furthermore, cybercriminals frequently use phishing and social engineering to trick people into giving them sensitive 

information or granting them unauthorized access to networks. Both these techniques require persuading people to 

divulge private information or do activities that are advantageous to the attacker by manipulating human behavior 

and psychology. Phishing is a type of cyberattack where attackers pretend to be trustworthy organizations like banks, 

social media platforms, or online services to trick victims into thinking that is a legit website and make them disclose 

sensitive information like usernames, passwords, and credit card numbers (Gurav, 2023). For instance, the attacker 

sends an email or message that appears to be from a trusted source, often mimicking the design and branding of a 

well-known organization. The user is prompted to input passwords or submit personal information on a fake website 

that mimics the authentic website via the link or attachment. The attacker seizes the data once the user enters it, 

obtaining access to the victim’s accounts or personal information. 

Social engineering is a tactic used by cybercriminals to trick people into providing them information or doing things 

they shouldn’t. It involves techniques like pretending to be someone trustworthy such as family members or friends, 

creating fake stories, or using psychological tricks to deceive people. One of the most famous tactics used by 

cybercriminals is spear phishing where a targeted phishing attack is customized for a specific individual or 

organization. (Bullee, 2017). To increase the likelihood of success, the attacker gathers information about the target 

to construct a highly personalized and convincing phishing attempt. 

Next, cybercriminals use people known as ‘money mules’ to assist them in launder money gained through illicit 

means (Rani et al., 2023). These activities can include online scams, phishing attacks, or other forms of financial 

fraud. Money mules are often unaware of the fact that criminal activities are being conducted. However, their direct 

or indirect involvement in money laundering can have serious legal consequences, as they facilitate the movement of 

illegal funds (Raza et al., 2020). The entire procedure is examined, commencing with the criminals surveilling the 

victim's account and concluding with the money laundering and retrieval. Primarily, cybercriminals have access to 

the victim's account. Upon accessing the victim's account, the cybercriminal sends out recruiters to find money mules. 

Once money mules are recruited, the victim's money is transferred to the mules' accounts, initiating the process of 

money laundering. Recruiters withdraw money from ATMs using bank cards and pin codes obtained from mules 

when the money is available. Recruiters ultimately return the money to the criminal group while safeguarding the 

cybercriminal's identity. This is how these three elements could impact an auditor in combating cyber-laundering. 

2.4 Process of Cyber-laundering 

Placement is the beginning phase of cyber-laundering. It involves introducing the illicit fund into the legitimate 

financial system. This can be accomplished in several ways, including by making deposits into bank accounts, 

purchasing assets, and making investments in companies. The main purpose of this is to make the illegally obtained 

funds seem to be more legitimate and non-distinct from legally acquired funds (Zul Kepli & Nasir, 2016). For 

example, cyber-laundering often occurs in digital coins like Bitcoin. It can be purchased using fiat currency or other 

cryptocurrencies. However, online cryptocurrency trading platforms vary in their obedience to financial transaction 

regulation. Due to the anonymity these platforms provide, some exchanges might not enforce strong anti-money 

laundering (AML) legislation, which makes it easier to launder money (Zul Kepli & Nasir, 2016). 

Once the funds have been successfully placed into the financial system, the next step is layering. Layering techniques 

often involve multiple transfers between different accounts, financial institutions, or countries which makes it 

difficult for authorities to detect the money trail (Zul Kepli & Nasir, 2016). The goal of this phase is to hide the 

source and trace of the illegal funds by constructing a complicated web of transactions. The money can spin up to ten 

times before entering the financial system (Zul Kepli & Nasir, 2016). Furthermore, this stage is crucial to make sure 

the transactions remain anonymous. For instance, the laundering of cryptocurrencies can leave digital traces that can 

be followed by keeping an eye on transactions on the blockchain. Conversely, it is expected that organized crime 

groups are currently implementing anonymization tools like the dark web to hide the source of money, making it 

difficult for forensic investigators to identify money laundering activities. Thus, the connections between 

cryptocurrency transactions are lost, making them anonymous. 
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The final phase of cyber-laundering involves integrating the laundered monies back into the legitimate economy and 

portrayed as genuine assets or income (Zul Kepli & Nasir, 2016). This can be accomplished by purchasing assets 

such as real estate, expensive items, or investments with layered funds. By engaging in this activity, it allows them to 

earn unlawful money while remaining undetected. Moreover, cyber-laundering activity is extremely difficult to 

differentiate between legitimate and illegitimate money (Handa & Ansari, 2022). For instance, cryptocurrencies 

provide criminals with an effective method to conceal the source of their income and transfer money across borders 

without being caught. 

2.5 Risk related to Cyber-laundering 

Cyber-laundering can expose auditors to various risks. The risk of cyber-laundering is significant which threatens the 

integrity and professionalism of the auditors. The common risks associated with cyber-laundering are reputation, 

regulatory, and geographical risk. 

The first risk is reputation risk. This can harm the reputation of the auditors when they cannot detect any unlawful 

activities of cyber-laundering from a company that is commonly reported with those activities. The accuracy and 

integrity of financial reporting must be guaranteed by trustworthy specialists known as auditors. If auditors miss 

cases of cyber-laundering during their audits, they lose credibility and harm their reputations. This makes it 

suspicious for the audit firm as they are not able to discover any cyber-laundering activities of their client. People 

may make assumptions regarding the audit firm such as they might receive bribes to ensure that the company is clean 

and not involved with unlawful activities. This can affect their existing and potential customers or investors starting 

to lose confidence in their integrity in following the rules and regulations that have been set by the regulators. Thus, 

they expose themselves to the risk of their reputation which people may not want to use their audit services. 

Secondly is regulatory risk. As cyber-laundering is still a new crime that evolves in today’s era, there are still no 

strong laws that are imposed to mitigate this crime. Legislation may not have caught up with the rapidly evolving 

techniques and technologies used by cybercriminals. This creates difficulties for auditors in detecting the 

non-compliance of the companies to the law and may be more difficult for auditors to determine whether businesses 

have implemented sufficient controls to prevent cyber-laundering in the absence of defined standards and clear 

regulatory requirements. It is also harder for auditors to identify and report cyber-laundering activities accurately to 

the board of directors and senior management. Auditors that fail to detect and prevent financial crimes, may face 

regulatory sanctions, fines, and legal actions. 

Lastly is a geographical risk. Cyber-laundering is still a new financial crime and is not common in certain countries. 

Therefore, different countries have different laws, regulations, and enforcement (Rebe, 2023). Irresponsible persons 

may take advantage of countries that have poor or no national laws in place to detect, prevent, and terrorist financing. 

They will take advantage of these flaws to move their illicit fund to countries that have less strict regulations. 

Keeping up with the changing cyber-laundering laws in various nations or regions may be difficult for auditors. 

Cultural and language differences also impose challenges for auditors in conducting investigations of 

cyber-laundering activities. Communication barriers can hinder the effectiveness of collaboration and sharing 

information with the local authorities and other relevant parties. Misinterpretations and misunderstandings of the 

local practices by the auditors also may occur which can impact the accuracy and effectiveness of audits and lead to 

oversight of cyber-laundering activities (FATF, 2020). 

3. Conclusion 

In conclusion, cyber-laundering presents substantial difficulties for auditors in the contemporary digital era. Auditors 

struggle to identify and stop cyber-laundering activities as criminals take advantage of technological improvements 

and the complexity of the internet environment. It is now challenging for auditors to track transactions and determine 

the genuine source of illicit cash because of the rise of cryptocurrencies and the anonymity they offer. The usage of 

internet platforms, anonymizing techniques, and encryption all make it more difficult to identify fraudulent 

transactions. cyber-laundering has a wide range of effects on auditors. When they miss illegal activity, they run the 

danger of losing credibility and trust as well as their reputation. Due to the dynamic nature of cyber-laundering and 

the absence of well-defined standards and definite regulatory criteria, regulatory concerns exist. Because many 

nations have varied cyber-related laws, regulations, and enforcement procedures, auditors may also face geographical 

concerns. 

Various recommendations can be provided to address these issues. Public awareness and education on 

cyber-laundering are essential to help individuals and organizations recognize and prevent such crimes. Auditors 

should receive proper training and continuously update their knowledge and skills to successfully detect and prevent 



http://afr.sciedupress.com  Accounting and Finance Research  Vol. 13, No. 2; 2024 

Published by Sciedu Press                         29                          ISSN 1927-5986  E-ISSN 1927-5994 

cyber-laundering operations (Yusoff et al., 2023). Auditors must obtain the essential information and abilities to 

prevent cyber-laundering. Even if they are not conducting forensic audits, they must nonetheless be vigilant in 

spotting any indications of fraud, misrepresentation, and money laundering as part of their regular audit duties. The 

regulations and procedures are frequently updated and changed. Auditors should be held accountable for abiding by 

all regulations and protocols set by related agencies that can investigate cyber-laundering cases to take further action. 

Auditors can enhance their understanding of cyber-laundering mechanisms, techniques, and signs through adequate 

training. 

The emergence of technologies such as system of rules, artificial intelligence, and cybersecurity have a positive 

impact on the identification of financial crimes and cyber-laundering. For numerous years, compliance and risk 

departments have employed a system of rules to identify transactions associated with money laundering (Labanca 

et.al, 2022). A system of rules is a logical construct consisting of conditions with certain thresholds that represent a 

risk profile. If a transaction exceeds the threshold, a deeper investigation will be carried out if it is deemed suspicious. 

Moreover, the capability of artificial intelligence in the financial sector with intelligent algorithms and models 

capable of mimicking and learning from the behavior of money launderers (Alsuwailem & Saudagar, 2020). It will 

help an organization to detect the presence of cyber-laundering activities. Cybersecurity, a new technology of the 4th 

industrial revolution, has emerged to counteract cyberlaundering. Cybersecurity establishes the essential criteria, 

regulations, and norms that an organization must adhere to counter and reduce the threat of cybercrime and 

cyber-laundering (Taherdoost, 2022). Examples of cybersecurity measures aimed at preventing cybercrime and cyber 

money laundering include shutting the online portal after three unsuccessful tries to log in due to a forgotten 

password, installing a mobile token, utilizing facial recognition technology, and requiring access confirmations 

through numerical codes. 

In addition, collaboration between auditors, IT experts, and law enforcement organizations is essential to increasing 

the capacity to tackle cyber-laundering. To counter cyber-laundering and provide auditors with clear guidance, 

governments and regulatory agencies should adopt thorough legislation. Thus, combating cyber-laundering 

necessitates a multidisciplinary strategy and ongoing efforts to keep up with the development of cybercrime 

techniques. To effectively manage the problems posed by cyber-laundering in the digital era, auditors must adapt and 

strengthen their competencies. Auditors play a critical role in guaranteeing financial transparency and regulatory 

compliance. 
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