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Abstract

Risk identification remains foundational to enterprise risk management (ERM), yet its practice is often episodic, siloed,
and anchored in backward looking data. Horizon scanning improved anticipatory capacity by formalizing external
sensing, but its external fixation underweights internal culture, governance independence, and operational precursors.
This paper advances Enterprise Risk Intelligence (ERI), a continuous, integrated capability that synthesizes internal
and external signals into decision ready foresight for boards and executives and integrates the Mission Critical
Objectives (MCOs) as ERI’s governing anchor. ERI+MCO closes the theory and practice gap by aligning sensing,
synthesis, and assurance to the handful of objectives that are existential for value creation and preservation. Grounded
in research across risk governance, strategic foresight, systems thinking, organizational culture, and decision-oriented
intelligence, the concept elevates board oversight quality, strengthens Chief Risk Officer’s (CRO) independence,
improves assurance alignment, and accelerates strategic responsiveness, without imposing new bureaucratic burden.

Keywords: enterprise risk intelligence, mission critical objectives, risk identification, horizon scanning, governance,
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1. Introduction

The effectiveness of ERM hinges on the quality of risk identification: misidentified or under-specified risks lead to
misaligned assessments, weak treatments, and inattentive monitoring (Fraser et al., 2021). Traditional identification
methods such as workshops, registers, incident analyses provide structure and assure compliance, yet critics widely
fault it for being reactive, episodic, and reliant on historical signals (Power, 2009). Horizon scanning emerged as a
corrective, codifying external sensing (regulatory drafts, geopolitical shifts, technological trajectories, and societal
sentiment) with methods such as environmental scanning, Delphi consultations, and scenarios (Amanatidou et al.,
2012; Miles et al., 2016). While valuable, horizon scanning’s bias toward exogenous drivers often overlooks internal
determinants such as culture, governance independence, near-miss telemetry, and controls health (Power et al., 2013).

To resolve this fragmentation, ERI reframes risk identification as a dual-horizon intelligence discipline that prioritizes
synthesis over listing and packages foresight for bounded attention environments. Integrating it with the MCOs
provides an objective-centric anchor: ERI senses and synthesizes because signals affect mission-critical objectives, not
because they are fashionable or noisy (Leech, 2025a). The combined ERI+MCO model converts scattered signals into
strategic foresight, strengthens governance legitimacy, and aligns risk and assurance outputs to enterprise outcomes.
Anchoring continuous, dual horizon Enterprise Risk Intelligence (ERI) to a small set of clearly defined Mission
Critical Objectives (MCOs) transform scattered signals into governance legible foresight, improving materiality,
accountability, assurance alignment, and board decision quality without adding bureaucratic burden.

2. Traditional Risk Identification: Strengths and Limitations

Traditional risk identification remains the backbone of many organizations’ risk architectures. Its core strengths are
shared taxonomies, maintained registers with named owners, and cross-functional visibility which creates clear
accountability, auditability, and integration with established governance standards such as 1ISO and COSO (Fraser et al.,
2021). Standardised workshops and periodic review cycles stabilize reporting, make risk articulation comparable
across units, and provide defensible evidence for external stakeholders and auditors. These features make traditional
identification indispensable for regulatory compliance, operational control, and historical performance analysis.
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Foundational Strengths

Shared taxonomy and registers: A common risk taxonomy and structured registers align nomenclature
across finance, operations, legal, and compliance. This reduces ambiguity and enables comparable
measurements across reporting periods (Fraser et al., 2021). Named owners in registers create clear
accountability and an auditable trail for follow-up actions, remediation timelines, and escalation.

Cross-functional visibility and governance alignment: Periodic risk workshops, facilitated risk
committees, and standard templates, operationalize cross-functional dialogue and embed risk inputs into
formal governance cycles. This alignment increases traceability between risk identification, mitigation plans,
and board-level reporting, supporting third-party assurance and auditability.

Standardization and external reporting stability: By conforming to ISO and COSO principles, traditional
identification produces outputs that satisfy external reporting requirements and stakeholder expectations. The
predictability of these outputs, which are its frequency, format, and metrics, creates a stable basis for
compliance, insurer interactions, and regulatory disclosure.

Documented Limitations

Backward-looking bias: Traditional identification is heavily anchored to historical incidents, audit findings,
and known failure modes. This produces a backward-looking bias that privileges visible and familiar
exposures over nascent, ambiguous threats, reducing sensitivity to the weak signals and emergent dynamics
that often precede major discontinuities (Power, 2009).

Episodic cadence and tempo mismatch: Annual or biannual risk cycles crystallize organisational states at
discrete moments, producing lagged representations of the risk landscape. Rapid regulatory shifts, market
volatility, or technological disruption can outpace these episodic reviews, render some identified risks stale,
and leave rapid-onset threats under-detected (Aven & Renn, 2015).

Cognitive and structural frictions: Human cognitive biases and organisational structures compound
identification gaps. Availability bias leads teams to overweight recent incidents; normalization of deviance
makes chronic precursors appear benign; and siloed reporting obscures cross-domain interdependencies.
These frictions reduce the ability to perceive and act on systemic risks that span organisational boundaries
(Sterman, 2000).

Evidence from Systemic Failures

Post-2008 analyses highlighted how identification practices rooted in backward-looking evidence missed system-level
fragilities and behavioral drivers. Interactions among leverage, liquidity, incentive structures, and organisational
culture created cascading failures that standard incident-based identification did not surface. This demonstrated the
need for anticipatory and integrative methods to run alongside traditional ones (Acharya & Richardson, 2009; Power,
2009). Subsequent multidisciplinary reviews call for combining quantitative, qualitative, and systemic lenses to
capture the complex risk interactions that single-method identification overlook.

Why Limitations Persist: Design and Incentives

Incentive structures and short-termism: Organisational incentives that emphasise quarterly financial
targets disincentivize investment in slower, less tangible capabilities like scenario development, stress-testing
for distant contingencies, and cultural diagnostics. Where executive performance metrics exclude adaptive
behaviours, resources flow to what is measured.

Fragmented ownership and capability gaps: When ownership of risk identification is split across audit,
compliance, and business units without clear synthesis responsibilities, accountability for cross-silo hazards
weakens. Organizations often lack the blended skill set comprising of systems thinking, domain knowledge,
and behavioral insight, which are needed to translate isolated signals into coherent systemic narratives.

Tooling and data silos: Legacy IT architectures, proprietary taxonomies, and disconnected data repositories
inhibit the effective mapping of signals across domains. Without interoperable data models, translating
incident-based records into system-level indicators imposes high costs and increases the chance that
cross-cutting signals slip between reporting cracks.

Practical Approaches to Strengthen Identification

Integrate forward-looking methods: Combine traditional registers with horizon scanning, scenario
exercises, and weak-signal monitoring to broaden the detection envelope.
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e Embed systemic and behavioral indicators: Complement event-based indicators with measures of leverage,
ethical climate, oversight independence, and incentive misalignment to reveal organisational precursors.

e Move toward continuous sensing: Shift from purely episodic reviews to rolling-scan processes supported by
real-time telemetry, integrated dashboards, and automated alerting.

e Strengthen cross-disciplinary capability: Develop multidisciplinary teams (analytics, domain specialists,
behavioral scientists, systems thinkers) and adjust incentives to reward adaptive capabilities.

e Improve tooling and data interoperability: Invest in shared ontologies and interoperable platforms that
allow external signals to map directly to internal taxonomies and control libraries.

Traditional risk identification delivers indispensable strengths: shared taxonomies, accountable registers, and
standardized governance that underpin auditability and compliance (Fraser et al., 2021). However, its
backward-looking bias, episodic cadence, and structural frictions leave critical blind spots for weak signals, emergent
dynamics, and system-level interactions (Power, 2009; Aven & Renn, 2015; Sterman, 2000). Post-crisis study makes
clear that addressing these blind spots requires integrating anticipatory, systemic, and behavioral methods into the
identification process. It also demands reconfiguring governance, incentives, and tools to support continuous,
cross-disciplinary sensing. Balancing traditional strengths with these extensions produces a more resilient, responsive
identification architecture capable of navigating complex modern risk landscapes.

3. Horizon Scanning: Promise and Incompleteness

The main purpose of horizon scanning is to better predict threats and opportunities and to detect current issues that
could be significant in the near future (Cuhls, 2020). It formalizes external foresight by creating routines and methods
that surface early indicators of change and fold them into governance conversations. Properly practiced, it elevates
organisational attention beyond immediate incidents to encompass emergent dynamics, weak signals, and strategic
inflection points, enabling preemptive action and adaptive strategy. Yet horizon scanning is also incomplete by design:
many implementations underweight internal drivers, suffer from fragmented interfaces with operational systems, and
produce episodic artefacts that decay before decision windows open. This paper expands on the promises of horizon
scanning, diagnoses the design roots of its incompleteness, and outlines pragmatic mitigations while preserving the
core scholarly references that anchor each claim.

The Promise of Horizon Scanning

e Anticipatory orientation: Horizon scanning deliberately redirects attention from rear-view reporting to
forward-looking sensing. By elevating weak signals into governance conversations, organizations create the
temporal and cognitive space needed to evaluate options before threats crystallize or opportunities ossify
(Amanatidou et al., 2012).

e Methodological repertoire: Horizon scanning uses a toolkit such as environmental scanning, trend
monitoring, scenario planning, and expert elicitation to convert disparate observations into repeatable sensing
processes. This diverse repertoire increases robustness, making foresight auditable and improvable (Miles et
al., 2016).

e Strategic adjacency: When linked to strategy and innovation, external sensing widens the aperture beyond
simple incident management to include new markets, value-chain shifts, and emergent business models. This
reframes scanning as a generator of proactive strategic options, not just an early-warning mechanism
(Rohrbeck & Kum, 2018).

How Incompleteness Appears in Practice

e External fixation: A common bias treats horizon scanning as primarily outward-facing, underweighting
internal determinants of vulnerability like ethical climate, oversight independence, and incentive structures.
This could potentially lead to producing insightful diagnoses that the organisation lacks the capacity or will to
address (Power et al., 2013).

e Fragmented interfaces: Outputs often become standalone artefacts (long reports, newsletters) disconnected
from daily telemetry, risk registers, and operational dashboards. This fragmentation raises the "translation
cost" for busy decision-makers, turning foresight into a good story rather than an integral input (Mikes &
Kaplan, 2015).

e Episodic artefacts: Many organizations run scanning as an episodic exercise (annual reports, quarterly
workshops). Yet the weak signals it seeks to capture mutate rapidly. This produces a tempo mismatch
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between the pace of change and the rhythm of review, causing insights to age quickly (Rohrbeck & Kum,
2018).

Root Causes: Why Design Produces Incompleteness

e Governance and incentives: Design choices often reflect governance architectures that reward short-term,
measurable outcomes. When incentives emphasize quarterly performance, investments in slow-onset sensing
are underfunded. Ambiguous ownership, which is split between strategy, risk, and innovation, weakens
accountability for converting signals into action.

e Capacity and literacy: Effective scanning requires analytic skills, domain knowledge, and narrative
competence. Organizations with low foresight literacy may default to checklists or external consultants,
producing episodic insights without building institutional capability. Leaders unfamiliar with probabilistic
reasoning may misinterpret noisy signals or dismiss low-probability, high-impact outcomes.

e Tooling and data integration: Technical fragmentation arising from closed platforms, inconsistent
taxonomies, and siloed datasets, prevents seamless mapping between external signals and internal risk
libraries. These tooling gaps increase translation costs and slow the pathway from detection to action.

Practical Mitigations to Reduce Incompleteness

e Embed internal indicators: Design foresight dashboards to include internal determinants as first-order
signals: measures of ethical climate, oversight independence, control effectiveness, and incident precursors.

e Create synthesis pathways: Define explicit interfaces between foresight outputs and operational systems
(e.g., templates that translate scenarios into risk-register entries, playbooks that convert weak signals into
escalation protocols).

e Move from episodic to continuous: Replace calendar-driven deliverables with rolling sensing cycles and
short, targeted briefs aligned to decision windows.

e Strengthen governance and incentives: Assign clear ownership for converting foresight into funded action
and embed foresight-related key performance indicators (KPIs) into strategic planning.

e Invest in literacy and tooling: Develop foresight literacy across leadership and invest in interoperable
tooling and shared ontologies to reduce translation costs.

Horizon scanning offers a compelling promise: to move organizations from reactive crisis management to anticipatory
governance. However, its incompleteness is predictable. An excessive external focus, fragmented interfaces, and
episodic delivery undermine its utility unless the design explicitly incorporates internal determinants, synthesis
mechanisms, continuous sensing, and aligned governance. Its ontological narrowness privileges external contingencies
while rendering internal determinants secondary. This produces an "epistemic imbalance™ or, more simply,
anticipation without agency, a state where boards can observe a threat but struggle to intervene (Kaptein, 2017; Power
etal., 2013). This gap between anticipation and agency is precisely what Enterprise Risk Intelligence (ERI) is designed
to resolve.

4. Enterprise Risk Intelligence: Definition and Features

Definition: ERI is the disciplined, continuous capability to detect, integrate, interpret, and communicate internal and
external risk signals as decision-ready foresight that strengthens governance, strategy, and operational resilience.

e Dual-horizon scanning (internal and external): ERI mandates symmetric attention to internal precursors
(culture diagnostics, independence gaps, near-miss telemetry) and external weak signals (regulatory drafts,
geopolitics, technological disruption), correcting horizon scanning's external fixation (Amanatidou et al.,
2012; Power et al., 2013).

e Integration and synthesis: ERI collapses siloed inputs into an intelligence hub, using curation, thematic
clustering, causal mapping, and scenario translation, so boards receive coherent narratives rather than
fragmented lists (Mikes & Kaplan, 2015; Sterman, 2000).

e Continuity and cadence: ERI operates as an "always-on" discipline tuned to organizational risk velocity. It
privileges frequent "intelligence cards" (alerts, briefs, dashboards) over infrequent, bulky artefacts (Rohrbeck
& Kum, 2018).
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e Decision-readiness: Intelligence is packaged for bounded attention. It includes implications, options,
triggers/thresholds, leading indicators, confidence levels, and explicit governance asks so directors can decide
within their time constraints (Arena et al., 2010).

e Values-driven orientation: Ethical evaluation, fairness, integrity, and independence are embedded in
interpretation and escalation. This stabilizes legitimacy, especially when internal truths are uncomfortable
(Kaptein, 2017).

e Learning loop: Post-decision reviews track forecast accuracy, error sources, and decision impacts. Sources,
weights, and heuristics are then refined iteratively (Aven & Renn, 2015).

ERI’s sociotechnical design integrates human judgment, organizational norms, and analytic tooling. Its ultimate goal is
practical foresight: reconfiguring decision environments so latent vulnerabilities become legible and addressable at the
tempo of change (Mikes & Kaplan, 2015; Aven & Renn, 2015).

Integrating Mission Critical Objectives (MCOs) as ERI’s Governing Anchor

The Mission Critical Objectives (MCOs) propose a deceptively simple but powerful governance pivot: orient risk,
assurance, and oversight around the compact set of objectives that are existential for value creation and preservation,
the “few that matter” (Leech, 2025a).

Framing ERI around MCOs explicitly ties the practice of sensing and interpretation to the organisation’s raison d etre.
This aligns neatly with ISO 31000’s definition of risk as “the effect of uncertainty on objectives” and COSO ERM’s
emphasis on strategy (ISO, 2018; COSO, 2017). In practical terms, the principal uncertainties inhibiting MCOs
become the organisation’s “top risks.” CROSs thereby assist management and boards in making informed trade-off
decisions about those uncertainties, selecting cost-effective treatments that produce acceptable levels of risk (Leech,
2025a; Leech, 2025b).

Why Anchoring Matters: Focus, Accountability, and Assurance

e Focus and materiality: Anchoring ERI to MCOs sharpens materiality judgments. It filters the dual-horizon
pipeline to what genuinely matters for mission outcomes, in contrast to open-ended collections that privilege
novelty. This concentrates analytic energy and scarce governance attention on uncertainties with the highest
potential impact, resulting in a higher signal-to-noise ratio (Fraser et al., 2021; Kaplan & Mikes, 2020).

e Accountability and clarity: Structuring intelligence around MCOs converts abstract foresight into auditable
governance artefacts: current confidence levels, key uncertainties, early warning indicators, and
recommended actions mapped against each MCO. This delivers a fiduciary-aligned package that boards can
plausibly oversee, and assurance functions can validate (Arena et al., 2010; Aven & Renn, 2015).

e Assurance integration: MCOs act as the integrative map on which risk management, internal audit,
compliance, safety, and cybersecurity overlay their coverage. ERI synthesizes these streams to reveal
overlaps, gaps, and misalignments in service of mission outcomes, rather than siloed checklists. This enables
a coherent assurance strategy that matches exposure to importance (Mikes & Kaplan, 2015; Hopkin, 2018).

Operational Feasibility: Low Bureaucracy, High Leverage

e A lens, not a layer: Implementing MCOs is not a call for additional bureaucracy; it is a refinement of
informational quality and relevance. ERI should refine existing workflows, not create parallel committees.
The change is in the content and linkage of intelligence, connecting signals to MCOs, not in multiplying
artefacts (Fraser et al., 2021).

e Embedded interfaces: ERI outputs can slot into existing artefacts with minimal disruption. Risk registers
can gain “weak signal” and “MCO linkage” columns; board packs can include compact “intelligence
implications” cards. These are low-friction adaptations that materially improve the board's line-of-sight
(Arena et al., 2010).

e Standards-compliant operationalization: Standards already prescribe scanning internal and external
contexts and managing uncertainty against objectives. ERI+MCO simply operationalizes these prescriptions
through concrete routines (sources, triage, synthesis, escalation), moving standards from abstract compliance
to operational practice (Aven & Renn, 2015; ISO, 2018).

From Lists to Narratives: Causal Clarity

Traditional risk lists excel at naming exposures but often fail to narrate how weak signals travel through causal
pathways to affect mission-critical outcomes. ERI anchored to MCOs converts catalogues into explanatory narratives:
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how a signal today translates into a conditional pathway of impacts on an MCO, what the confidence bounds are, and
which thresholds demand escalation. This narrative format improves deliberation quality by clarifying options,
deadlines, and trade-offs (Mikes & Kaplan, 2015).

Efficiency Through Salience and Governance Legitimacy

When intelligence is oriented to MCOs, attention is reallocated from duplicative monitoring to integrative
decision-usefulness. This discipline reduces unnecessary meetings, prevents paralyzing “everything-is-important”
mindsets, and accelerates escalation when thresholds are breached. Importantly, MCO-aligned ERI increases
governance legitimacy because reporting is demonstrably connected to the board’s fiduciary purpose: protecting and
enabling mission-critical value streams (Arena et al., 2010; Leech, 2025a).

Practical Considerations and Potential Frictions

e Clarifying MCO selection: Boards must agree on what counts as “mission critical” and define measurable
indicators for each. Poorly specified MCQOs can produce ambiguous prioritization. Governance discipline is
required to keep the set of MCOs manageable (Fraser et al., 2021).

e Balancing breadth and focus: Overly narrow MCOs risk missing systemic interactions; overly broad MCOs
dilute salience. Implementers should use layered MCOs as primary existential objectives supported by
subordinate critical enablers to retain focus while capturing systemic breadth (COSO, 2017).

e Cultural and capability shifts: Embedding MCOs requires literacy in probabilistic reasoning and scenario
thinking among directors and executives. Assurance functions must also adapt testing approaches to validate
judgment-based intelligence, not just binary controls (Kaplan & Mikes, 2020; Aven & Renn, 2015).

Anchoring ERI to MCOs delivers a governance-forward architecture that concentrates foresight and assurance on what
truly matters for survival and long-term value. MCOs sharpen materiality, clarify accountability, and improve the
decision relevance of intelligence outputs without imposing needless bureaucracy. To realize these gains, boards must
select clear MCOs, adapt reporting artefacts, and cultivate the probabilistic literacy required for high-quality
judgments. Done well, ERI+MCO converts risk intelligence from a distant function into a board-legitimate capability
for sustaining mission outcomes under uncertainty (Leech, 2025a; Leech, 2025b). It reconfigures attentional
economics, channeling bounded cognitive resources toward integrated, objective-linked foresight (Mikes & Kaplan,
2015).

Flow of Information

Traditional Risk Identification Horizon Scanning Enterprise Risk Intelligence
Focuses on known risks Extermnal, forward-Jooking simals Integrates itemal & extermnal scannitg
Tnternal data Political, economic, social, techmology, Continnous capability
Histonical mcidents enviroument, legal [nforms strtegy & govemance

Mission Critical Objectives

luternal Honzon External Honzon Informs & Protects
Known Risks Weak Signals Strategic Goals
Operational Continuity
Reputational Protection
Comphance & Trust

l I l I I

Past Present Near Future Long-Term Future

Diagram 1. Integrated Enterprise Risk Intelligence for Strategic Resilience
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5. Academic Foundations for ERI+MCO

ERI+MCO synthesizes multiple scholarly streams, from risk governance, strategic foresight, systems thinking,
organisational culture, and intelligence studies, into a practicable governance architecture. Each academic strand
contributes concepts and empirical findings that justify why ERI must be anchored to objectives, how it must balance
quantitative with qualitative reasoning, and what organisational conditions enable it to reliably influence decisions.

Risk Governance and Managing Deep Uncertainty

Contemporary risk governance literature stresses that effective systems must combine quantitative analysis with
qualitative judgment when facing deep uncertainty. Legitimacy with stakeholders is as important as analytic precision
(Aven & Renn, 2015). Where probabilities are contested or unknowable, iterative sensemaking and participatory
processes are critical. ERI+MCQO operationalizes these insights by structuring weak-signal synthesis and
values-aligned escalation around the objectives that boards deem mission-critical, converting pluralistic deliberation
into actionable governance inputs (Aven & Renn, 2015; Fraser et al., 2021).

Strategic Foresight, Maturity, and Performance

A growing body of research links organisational foresight maturity with continuous scanning, scenario integration, and
tight alignment between foresight and strategy, with superior adaptability and performance (Rohrbeck & Kum, 2018).
Mature foresight practices do more than catalogue trends; they embed hypothetical futures into strategy formulation
before disruptions crystallize. ERI institutionalizes this foresight within formal risk processes. MCOs ensure this effort
is selectively prioritized, mapping scanning and interventions directly to outcomes that materially affect enterprise
value (Rohrbeck & Kum, 2018; Arena, et al., 2010).

Intertwined Systems Thinking, Complexity, and Causal Mapping

Complex socio-technical systems exhibit emergent risk through feedback loops, time delays, and nonlinear
interactions that simple lists cannot capture (Sterman, 2000). Systems thinking reframes risk identification as the
problem of tracing causal pathways, not just counting incidents. ERI’s causal mapping converts trend catalogues into
governance-ready narratives, articulating the mechanisms through which a weak signal might propagate to affect a
mission outcome. Anchoring these pathways to MCOs focuses intervention on points of high leverage (Sterman, 2000;
Mikes & Kaplan, 2015).

Organisational Culture, Ethics, and Independence

Evidence increasingly shows that risk outcomes depend as much on culture, ethics, and institutional independence as
on formal controls (Power et al., 2013; Kaptein, 2017). Cultural norms determine which signals are surfaced, who is
listened to, and which anomalies are tolerated as “normal.” ERI elevates "soft signals” reports of ethical drift,
employee mistrust, behavioral precursors into first-class indicators. When MCOs treat governance integrity and
cultural health as mission-critical, cultural diagnostics are reframed from peripheral HR concerns into central levers of
risk response (Power et al., 2013; Kaptein, 2017).

Decision Usefulness and Intelligence Trade-offs

Intelligence scholarship emphasizes tailoring analysis to decision windows and cognitive bandwidth: concise, timely,
and decision-relevant products outperform exhaustive dossiers that leaders cannot digest (Clark, 2019). ERI
operationalizes this by designing intelligence artefacts that prioritize catalytic sufficiency, which is what executives
need to decide now, over encyclopedic completeness. One-page intelligence cards per MCO (showing confidence,
uncertainties, indicators, and actions) align the format of insight to the rhythm of governance, increasing the likelihood
of timely action (Clark, 2019; Kaplan & Mikes, 2020).

Integrative Evidence: Why the Synthesis is Credible
Multiple literatures converge on three consistent claims that support ERI+MCO:
1) Obijective-centered governance clarifies materiality and legitimizes trade-offs (COSO, 2017; Fraser et al.,

2021).

2) Continuous, well-integrated foresight improves adaptive capacity and strategic performance (Rohrbeck &
Kum, 2018).

3) Recognizing system dynamics and cultural determinants improves predictive leverage (Sterman, 2000; Power
etal., 2013).
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The innovation of ERI+MCO is not a rejection of these traditions but their coordination. ERI supplies the sensing and
synthesis capabilities; MCOs provide the normative anchor that makes the output materially relevant to fiduciary
oversight.

Practical Implications Drawn from Study

e Prioritize indicators linked to mission outcomes: Triage scanning efforts to strategic priorities to avoid
signal overload and align resources with potential impact (Rohrbeck & Kum, 2018).

e Blend analytic modes: Combine probabilistic modelling, scenario heuristics, and structured expert judgment
to capture different qualities of evidence (Aven & Renn, 2015).

e Institutionalize causal storylines: Build narrative causal chains that make complex interactions intelligible
and testable in governance forums (Sterman, 2000; Mikes & Kaplan, 2015).

e Make culture measurable and material: Embed culture indicators in risk dashboards to improve detection
of behavioral precursors and allow earlier corrective action (Kaptein, 2017; Power et al., 2013).

e Design for decision: Match the product's form to the decision's context, briefs for urgent choices, deliberative
dossiers for strategic trade-offs to ensure foresight informs choices at the right tempo (Clark, 2019).

The academic foundations for ERI+MCO are robust and multidisciplinary. Risk governance study prescribes iterative
sensemaking (Aven & Renn, 2015); foresight research shows the performance benefits of continuous scanning
(Rohrbeck & Kum, 2018); systems thinking clarifies the need for causal mapping (Sterman, 2000); culture studies
demonstrate that soft signals are mission-critical determinants (Power et al., 2013); and intelligence work prescribes
formats that maximize decision uptake (Clark, 2019). This convergence explains why anchoring ERI to MCOs
produces a governance-legitimate, decision-centric capability. ERI+MCO synthesizes anticipatory logic,
interdependency modeling, and decision orientation into a coherent practice calibrated for uncertainty and bounded
rationality. The integration yields not merely better sensing but better acting.

6. Practical Implications

ERI+MCO reconfigures governance by converting foresight into board-legible intelligence. It elevates the strategic
role of risk leaders, improves capital decisions, and closes assurance gaps through an objective-centric overlay. The
following implications synthesize scholarly evidence and practitioner guidance into operational shifts for boards,
CROs, audit functions, and executive teams.

1). Improves Board Oversight Quality and Auditability

Directors require concise, decision-focused intelligence that links foresight to explicit impacts on strategy, capital, and
culture. ERI packaged by MCO produces short intelligence artefacts (e.g., option sets, escalation triggers, confidence
levels, and explicit asks for decisions). This format makes oversight concrete and auditable, converting narrative
foresight into verifiable governance inputs, which improves the quality of board deliberation (Arena et al., 2010; Mikes
& Kaplan, 2015).

2). Evolves the CRO Role toward Strategic Advisor

An objective-centric intelligence function elevates the CRO from a compliance-focused custodian to a strategic
advisor who interprets uncertainty relative to mission outcomes. Clear escalation standards, pre-agreed thresholds, and
direct board access strengthen CRO independence. This shift aligns with practitioner guidance for CROs to combine
technical credibility with strategic framing to influence capital allocation and resilience (Fraser et al., 2021; Kaptein,
2017).

3). Aligns Strategy, Capability, and Capital

ERI+MCO ties external drivers (like regulatory trajectories) to internal constraints (like capabilities or ethical climate)
at the objective level. Mapping these against MCOs reduces the gap between strategic ambition and operational
feasibility by making trade-offs explicit: which bets require new investment, which require preserving options, and
which are unaffordable (Rohrbeck & Kum, 2018; Teece et al., 2016).

4). Strengthens Operational Resilience

Operational resilience improves when near-miss telemetry, controls metrics, and behavioral precursors are treated as
continuous internal leading indicators tied to MCO thresholds. ERI operationalizes this by converting raw telemetry
into MCO-linked triggers that prompt interventions before degradation becomes critical, a core principle of
high-reliability organizations (Weick & Sutcliffe, 2011; Power et al., 2013).
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5). Enforces Communication Discipline

Standardised "intelligence cards" for each MCO compress complex analysis into a format that matches the cognitive
bandwidth of a board ("why now," "what might happen," "what we ask you to decide"). Concise, decision-relevant
products increase the probability of timely action compared to exhaustive dossiers, reducing deliberation friction
(Clark, 2019).

6). Aligns Assurance and Increase Cost-Effectiveness

Overlaying all assurance functions (audit, compliance, safety, cyber) against MCO uncertainties exposes duplication,
blind spots, and misaligned priorities. ERI curates a single, coherent view per objective, showing where assurance is
redundant and where coverage is weak. This integration reduces total assurance cost while improving its relevance
(Arena et al., 2010; Hopkin, 2018).

7). Creates Adaptive Learning Loops

ERI institutionalizes reflexive routines for forecast calibration, red-team reviews, and post-decision audits, which
generate closed learning loops and improve future judgment. Incorporating structured feedback reduces error and
enhances the organisation’s adaptive capability, developing institutional skills in probabilistic reasoning, scenario
testing, and decision forensics (Aven & Renn, 2015).

Critiques and Challenges
Adopting ERI+MCO is not without friction. Key challenges include:
1) Information Overload: Without disciplined triage, ERI can become another source of noise.

o Remedy: Operationalize strict thresholds, triggers, and materiality bands for each MCO to keep the
pipeline decision-useful, not encyclopedic (Aven & Renn, 2015; Clark, 2019).

2) Methodological Rigor: Using a plural toolkit (statistics, scenarios, expert judgment) introduces model and
interpretation risks.

o Remedy: Manage this "epistemic vulnerability” through methodological pluralism, explicit assumption
documentation, and routine accuracy reviews to triangulate evidence (Sterman, 2000; Aven & Renn, 2015).

3) Cultural Resistance: Labeling analysis as "intelligence” can threaten organisational identities anchored in
compliance or normalcy.

e Remedy: Position ERI as an enabling capability, secure visible leadership sponsorship, and signal
psychological safety for escalation. Safe escalation climates surface more early warnings (Edmondson,
1999; Arena et al., 2010).

4) Resource Intensity: ERI is resource-intensive if launched at full scale.

e Remedy: Start small. Focus ERI on the one or two highest-material MCOs, demonstrate impact, and then
scale. Prioritize human analytical skills over heavy tooling (Rohrbeck & Kum, 2018).

5) Integration Friction: Without codified interfaces (inputs, cadence, decision rights), ERI outputs risk becoming
mere appendices.

e Remedy: Codify a common lingua franca (standard fields, confidence scales, escalation templates) to
prevent ERI from being siloed (Fraser et al., 2021; Mikes & Kaplan, 2015).

6) Legitimacy and Transparency: ERI can surface uncomfortable truths that challenge vested interests.

o Remedy: Establish clear escalation standards, disclosure norms, and auditable traceability from signal to
recommendation to stabilize authority (Aven & Renn, 2015; Kaptein, 2017).

7) Temporal Mismatch: Calibrating short-, medium-, and long-term lenses is necessary.

e Remedy: Map decision windows, option flexibility, and the cost of delay for each MCO to ensure outputs
are timed to practical windows where choices are still viable (Teece et al., 2016).

The practical implications of ERI+MCO are transformative but contingent. They require disciplined triage,
methodological rigor, cultural sponsorship, and codified interfaces. When implemented with these safeguards, ERI
anchored to MCOs makes oversight auditable, elevates risk leadership, aligns strategy with feasible capability, and
creates learning loops that turn uncertainty into governable choice. ERI’s viability depends on a governance
architecture that reconciles epistemic humility with actionable confidence.
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7. ERI+MCO Implementation Blueprint

Implementing Enterprise Risk Intelligence (ERI) anchored to Mission Critical Objectives (MCOs) requires a practical,
phased blueprint. This plan converts strategy into objective-centered sensing, synthesis, decision packaging, and
learning routines. The blueprint below integrates design choices that preserve governance legitimacy, minimise
bureaucratic expansion, and prioritize decision usefulness, reflecting established study (Aven & Renn, 2015; Sterman,
2000; Clark, 2019).

1). Scope and Materiality: Translate Strategy into Focused MCOs

e Define 5-8 Mission Critical Objectives derived directly from strategic priorities and fiduciary purpose; keep
the set deliberately small to preserve salience (Leech, 2025a).

e For each MCO, specify: a clear operational definition, materiality bands (minor/moderate/critical), appetite
statements, response thresholds, and relevant temporal lenses (short, medium, long).

e Map existing KPIs and financial metrics to MCOs to avoid parallel reporting and to anchor MCOs in
measurable outcomes (COSO, 2017; Fraser et al., 2021).

2). Signal Collection: Curate Internal and External Feeds

e Internal feeds: Include audit themes, control telemetry, near-miss logs, HR sentiment analytics, and
whistleblowing signals. Treat culture and ethical climate proxies as first-class internal signals (Power et al.,
2013; Kaptein, 2017).

e External feeds: Include policy trackers, technology adoption indices, industry foresight, competitor moves,
geopolitical assessments, and supply-chain monitoring (Rohrbeck & Kum, 2018).

e Design for redundancy and independence: Use multiple uncorrelated sources for high-impact indicators
and separate sensemaking teams from assurance teams (Aven & Renn, 2015).

e Operational guidance: Apply metadata tagging at ingestion (source, timestamp, confidence, MCO linkage)
so signals are searchable, auditable, and traceable.

3). Synthesis: Convert Signals into Causal Maps

e Thematic clustering: Aggregate signals into coherent themes per MCO; prioritize themes by potential
impact and proximity to thresholds.

e Causal loop mapping: Build system diagrams showing feedback, delays, and tipping points to surface
non-linear pathways to mission impact (Sterman, 2000).

e Scenario sketches: Develop short, policy-relevant scenarios that stress key uncertainties and map out the
plausible payoffs, costs, and reversibility of interventions (Rohrbeck & Kum, 2018).

e Triangulation: Document assumptions, alternative explanations, and confidence bounds. Explicitly record
dissenting interpretations to preserve epistemic humility (Sterman, 2000).

4). Decision Packaging: One-Page Intelligence Cards per MCO

e Standard template fields: Include context/link to strategy, current signal strength, causal pathway summary,
cross-domain implications (strategy, capital, culture), option sets, triggers, recommended actions, and
confidence levels (Clark, 2019; Mikes & Kaplan, 2015).

e Use visual cues: Employ confidence bands, timelines to tipping points, and simple traffic-light indicators to
align with the cognitive bandwidth of directors.

e Ensure traceability: Each assertion on the card should reference underlying evidence so assurance teams can
test, and auditors can follow the chain of inference.

5). Cadence and Governance Integration

e Operational cadence: Institute monthly executive ERI briefs on high-material MCOs, quarterly board
horizon reviews with scenario rehearsals, and immediate alerts for high-velocity threats that breach thresholds
(Arena et al., 2010).

e Artefact integration: Embed ERI cards directly into risk registers (with “weak signal” and “MCO linkage”
columns) and board packs to avoid parallel reporting (Fraser et al., 2021).

6). Values, Escalation, and Governance Safeguards
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e Codify ethical criteria and escalation rules: Define when cultural or governance signals require direct
board engagement. Treat governance integrity itself as an MCO when necessary (Kaptein, 2017; Leech,
2025a).

e Ensure board access and independence: Enshrine channels for the CRO or ERI lead to present directly to
the audit/risk committee. Specify whistleblower protections and psychological safety expectations
(Edmondson, 1999).

7). Learning Loop: Calibration and Continuous Improvement

e Post-decision review: After major choices, run structured forensics to compare forecasts with outcomes,
documenting where heuristics failed or models were inaccurate (Aven & Renn, 2015).

e Forecast calibration: Track accuracy, false positives/negatives, and timeliness of escalation. Use scoring to
refine source weights and analytic heuristics.

e Publish and adjust: Update scenario priors, signal thresholds, and causal maps. Rotate personnel through
ERI roles to build institutional memory.

8). Capability and Tooling Priorities

e Invest early in data ontologies: Standard taxonomies and APIs reduce translation costs between external
signals and internal systems (Fraser et al., 2021).

e Prioritize human skills: Invest in narrative analysts, causal modelers, and facilitators who can translate
probabilistic judgments into board-legible asks (Clark, 2019).

e Automate where validated: Gradually automate signal ingestion, tagging, and low-complexity anomaly
detection after human-in-the-loop validation shows consistent value.

9). Phased Rollout and Scaling Guidance

e Pilot: Select one or two high-material MCOs and run a 6-9 months pilot to validate signal sources, templates,
and governance cadence.

e Evaluate: Measure decision impact, timeliness, and board satisfaction. Iterate on templates and thresholds.

e Scale: Expand to remaining MCOs, formalize integration with capital and strategy cycles, and institutionalize
the learning routines.

8. Conclusion: From Fragmented Sensing to Governed Foresight

Traditional risk identification provided auditable structure but failed the test of tempo, its backward-looking bias
lagging the pace of modern threats (Power, 2009). Horizon scanning corrected the direction of sight but failed the test
of integration, its external fixation often overlooking the internal cultural and governance precursors to failure (Power
etal., 2013).

This paper has advanced Enterprise Risk Intelligence anchored to Mission Critical Objectives (ERI+MCO) as an
integrated solution. This model is not a procedural tweak but a fundamental governance shift. It resolves the core
failures of prior methods by reframing risk identification as an intelligence discipline anchored to a single,
non-negotiable question: "How does this signal, from any source, affect our ability to achieve our most mission-critical
objectives?"

The "why" is clear: to close the gap between anticipation and agency. The "what" is the ERI+MCO model. The "how"
and "who" are the most critical contributions of this work, summarized below.

A Call to Action for Key Stakeholders

The ERI+MCO model is not just a theory; it is an actionable blueprint that redefines roles and responsibilities. The
implications are a direct call to action for the primary stakeholders in the governance ecosystem.
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Table 1. The Way Forward

Stakeholder The Old Way (The Problem) The New Way (ERI1+MCO Solution)
Boards of Directors  Passively reviewing static, historical Actively interrogating dynamic, forward-looking
risk registers. intelligence cards linked directly to the 5-8 MCOs

they are fiduciarily bound to protect.

Chief Risk Officers ~ Acting as compliance custodians, often  Evolving into strategic advisors who use the MCO

(CROs) buried in reporting lines and struggling  anchor to provide independent, decision-ready
for strategic influence. foresight directly to the board.

Assurance Operating in siloed, checklist-based Becoming an integrated assurance ecosystem that

Functions (Audit, functions, creating redundant work and  maps all coverage (cyber, safety, audit) against

Compliance) "false comfort" assurance. MCOs, eliminating gaps and costly duplications.

Executive Decoupling strategy from risk, treating  Fusing strategy, capital allocation, and risk by

Management risk as a "cost of doing business" or a using ER+MCO to make trade-offs explicit and
separate compliance exercise. ground strategic bets in measurable resilience.

Risk Practitioners Compiling lists and cataloging signals  Synthesizing narratives by building causal maps
in complex, low-utility registers. and decision-ready intelligence that connects weak
signals to mission-critical outcomes.

Limitations and Directions for Future Research

This paper has presented a conceptual framework. While grounded in robust academic literature and practitioner
insights (e.g., Leech, 2025a), the next stage of validation requires empirical investigation. We propose three primary
avenues for future research:

1. Case Studies: In-depth, longitudinal case studies of organizations that adopt an ERI+MCO model are needed.
This research should focus on how decisions were made differently, what specific implementation frictions
(cultural, technical) emerged, and whether the "signal-to-noise" ratio for boards demonstrably improved.

2. Performance Metrics: Quantitative research is needed to develop and validate performance metrics. Can a
link be established between ERI+MCO maturity and superior organizational resilience, (e.g., reduced
volatility, faster recovery from shocks, better capital allocation)? This would move the model from "best
practice™ to "provable value."”

3. Tooling and Artificial Intelligence (Al): Future research should explore the role of technology, particularly
Al and machine learning, in automating the "Signal Collection" and "Synthesis" phases of the ERI blueprint.
How can technology be used to map unstructured internal data (e.g., sentiment analysis from employee
surveys) and external feeds (e.g., regulatory trackers) to MCOs without introducing new algorithmic biases?

Final Word

The stakes for effective governance are existential. This paper provides a challenge to all actors in the risk management
ecosystem. For boards, it is a challenge to demand better, more focused intelligence. For CROs, it is a challenge to step
into a strategic advisory role. For auditors, it is a challenge to break down silos and assure what truly matters.

ERI+MCO provides a practical blueprint for this shift. By anchoring the technical work of sensing to the governance
purpose of protecting mission-critical outcomes, organizations can finally move beyond cataloging the past and begin
to govern their future.
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